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Namecoin

«Bitcoin frees money – Namecoin frees DNS»

Alternate DNS registrar based on blockchain
• censor-proof, domains cannot be seized or blackholed

Maintains unofficial .bit TLD

Resolvers:
• nodes of OpenNIC project
• plugins for Chrome, Firefox and Opera
• ncdns - opensource project for full-featured authoritative server 

Used by:
• Chthronics
• Dimnie
• RTM
• GandCrab
• Smoke Loader
• Neutrino
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Agenda

• Bitcoin 201
• How Namecoin works
• Mapping assets in Namecoin
• Takeaways
# science ends here
• Bonus track #1
• Bonus track #2
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Bitcoin 201



#PHDaysphdays.com

Bitcoin flow
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Transaction structure
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2 3 OP_ADD 5 OP_EQUAL
How Script works
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2 3 OP_ADD 5 OP_EQUAL
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P2PKH
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How Namecoin works
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Namecoin flow
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NAME_NEW

OP_NAMENEW <20 byte hash> OP_2DROP <P2PKH>

Pick a random salt d5 ee b2 2e e8 11 7f 57

Convert d/phdays to ASCII 64 2f 70 68 64 61 79 73

Concatenate the salt with 
d/phdays in ASCII d5 ee b2 2e e8 11 7f 57 64 2f 70 68 64 61 79 73

Hash the result with HASH160
(little endian)

75 46 fa a7 ee d7 b4 9f a0 c7 dd 58 1b f2 a8 4f 
ff a6 74 36
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NAME_FIRSTUPDATE

OP_NAME_FIRSTUPDATE <Name> <Salt> <Value> OP_2DROP OP_2DROP <P2PKH>

d/phdays

{“ip”:[“1.2.3.4”]}

d5 ee b2 2e e8 11 7f 57
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NAME_UPDATE

OP_NAME_UPDATE <Name> <Value> OP_2DROP OP_DROP <P2PKH>

d/phdays

{“ip”:[“1.1.1.1”]}
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Namecoin Economy

• Chthronic C&C: registered in 2016, still alive

• from 0.0109 NMC per year
• 0.00763 USD
• ~0.5 RUR

• 0.08 USD per year
for daily updates

• compare with 1 USD/year 
for .info 

• or 10 USD/year for .com

• OPEX instead of CAPEX
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Threat mining
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Blockchain crawler
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Upstream movement
def upstream_movement(tx):

global names
global IPs
global utxo
global known_addresses

heuristic_result = upstream_heuristic_test(tx)

if heuristic_result and heuristic_result.guiding_outs:
if tx.has_name_op():

names.add(tx.name_op.name)
for ip_address in tx.name_op.get_ip():

IPs.add(ip_address) 
for guiding_out in heuristic_result.guiding_outs:

known_addresses.add(guiding_out.address)
tx = namecoin.transactions.find_one({"in.id": guiding_out.id})
if tx:

upstream_movement(tx)
else:

utxo.add(guiding_out)

Collects:
• domain names
• IP addresses
• Namecoin addresses 

managed by threat actor
• unspent coins (UTXO)

Downstream movement 
looks similar

Heuristics will be discussed 
later
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«Common Change»
«If the output of the
transaction is only one
ordinary coin, then this
coin belongs to the person
who owns the input coins.

If at the same time there is
a special coin at the
output, then it also belongs
to the person who owns
the input coins.

All addresses used in
such a transaction are
managed by the same
person»

Case #1: First time used address Case #2: Re-used address
• Produced by domain creation and 

update

• Default behavior of native clients –
namecoind, namecoin-qt

• The most common transaction 
pattern in Namecoin

• Corresponds to domain transfer

• In common case doesn’t mean
that owners are the same, but

• It makes no sense in acquiring a 
malicious domain, so it is 
considered as a transfer between 
the accounts of the same person



#PHDaysphdays.com

«Common Spending»
«If it is known that at least
one of the addresses at
the input of the transaction
is managed by a certain
person, then all other
addresses at the inputs of
this transaction are
managed by the same
person.

The coins at these inputs
belong to the same
person»

• Can be used for downstream 
movement only

• Requires data from Common 
Change heuristic (addresses 
are managed by threat actor)

def common_spending(tx):
result = { "guiding_ins": [] }

for input in tx.get_ins():
if input.address in known_addresses:

return {"guiding_ins": tx.ins.all}

return {}
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«Known Address»
«If it is known that the
address at the input
(output) of the transaction
is managed by a certain
person, then the coins
that put at this address
(spent from this address)
belong to the same
person»

• Can be used for both 
upstream and downstream 
movement

• Also requires addresses from 
Common Change

def known_address(tx):
result = { "guiding_outs": [], "guiding_ins": [] }

for output in tx.get_outs():
if output.address in known_addresses:

result["guiding_outs"].append(output)
for input in tx.get_ins():

if input.address in known_addresses:
result["guiding_ins"].append(input) 

return result
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Dangling inputs and outputs
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Takeaways
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Takeaways
https://github.com/b4bay/rusty-blockparser b4baysky

https://github.com/b4bay/threat_mining_in_namecoin
• RTM, Shifu, Dimnie and GandCrab
• 164 domains
• 277 IP addresses
• 39 UTXO

https://github.com/b4bay/rusty-blockparser
https://github.com/b4bay/threat_mining_in_namecoin
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Bonus track
May contains assumptions with no strong proof
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Dimnie ♥ RTM

managed by Dimnie
used to create gosmos.bit

managed by RTM
used to create baa1tldbpi.bit
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cipingod.bit➔ 103.208.86.185



#PHDaysphdays.com

cipingod.bit➔ 103.208.86.185
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cipingod.bit➔ 103.208.86.185

«U.S. Arrests 13, Charges 36 in ‘Infraud’ Cybercrime Forum Bust»
// Brian Krebs, 08 Feb 2018
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cipingod.bit➔ 103.208.86.185

«U.S. Arrests 13, Charges 36 in ‘Infraud’ Cybercrime Forum Bust»
// Brian Krebs, 08 Feb 2018

«Thirty-six Defendants Indicted for Alleged Roles in 
Transnational Criminal Organization Responsible for More 
than $530 Million in Losses from Cybercrimes»

// The U.S Department of Justice, 07 Feb 2018


